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Social engineering
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KAIRUS Art + Research
Started 2010 by Linda Kronman and Andreas Zingerle

Artistic works around the thematic of trust, Internet fraud and
vigilante communities.

- practice based artistic research

- media art installations

- artist in residencies

- workshops, guided tours, research labs

- output presented at exhibitions and published in conerence
proceedings



Artistic case studies:

'‘Behind the smart world' research lab
'Megacorp.' business conglomerate
'Password:******' yisualization
Re:Dakar Arts Festival

Faceless patrons

Let's talk business

Forensic fantasies

SSD Solutions Decoy



https://vimeo.com/182564733


https://vimeo.com/182564733

“Behind the smart world” research lab

HOME » NEWS » EARTH » EARTH NEWS

How your old computer may be on its way to Africa’s online
fraud capital

Understanding cybercrime in Ghana:
A view from below

by Jason Warner, Harvard University

https://www.youtube.com/watch?v=prl1zQrXM 7s


https://www.youtube.com/watch?v=pr1zQrXM_7s
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Behind the smart world research lab

Practices of found footage and media archeology:

Artists gather source material from thrift stores, garage
sales, flea-markets and dumpsters.
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Is there still data on the hard drives?
Can we recover data?

What do we have to consider when
we use It as found footage?
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ceHIND THE SMART WORLD

8 LAB - ARTISTIC STRATEGIES
EIl:'lF' DEI;_-,'L]'_F-{I: WITH RESURFACING

http://www.andreaszingerle.com/book-behind-the-smart-world/

18









8] TR
= naae




'3

/T4
RoY L X T T

A T T
















Sakawa = Internet fraud + occult rituals
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DEL?No, wait!REW is automatized system,
which recovers files from hard-drives
without the consent or the knowledge of the
previous owners, who presume their content
has been forever deleted. This version of
the mstallatinn uses data from drives
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Felicked.
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Tactical Tech collegtlve Ber Mg a

DEFAULT SETTINGS

B TECHNOLOGY
m COLLECTIVE



. RADICAL ATOMS

i 4 ‘and the alchemists of our time
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Festival fiir Kunst, Technologie und Gesellschaft

POSTCITY Linz, 8. -12.9.2016

ARS ELECTRONICA
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B2564733#t=387s "



https://vimeo.com/182564733#t=387s
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Fake Sites Database

DISCLAIMER: artists against 419 ("aa419") identifies fraudulent websites and makes this data available as a public service. We discourage any form of communication with these websites. If you chose to communicate with them you do so at your own risk.

The publicly available whois information listed in the aad19 database was accurate on the date that the website information was entered into the aa419 database. Inclusion in our database does not necessarily indicate criminal activity on the part of the registrant, host or any affiliated
companies or individuals.

All data is provided for your personal information only. aa419 and its members shall not be liable for any errors in the database or for any actions taken in reliance thereon.

Quick Search GO Show all Advanced Search
(@] Exact phrase All words Any word
Prev123456789 10 11-20 Next
Records to 19 of 115728
,J bttp:iferenw.ankorc.com Ankor Consulting active 2016-09-19 16:38:53 2016-09-19 16:38:53
,J hittp:iferenw.australian-high-commission.org Australia Embassy India active 2016-09-19 16:09:55 2016-09-19 16:09:55
,J hitp:ifeenw kaequipment.com KA Equipments / Mg & Associates active 2016-09-19 16:09:15 2016-09-19 16:09:15
,J hittp:ifeenw.celebritycruises-au.com Celebrity Cruises active 2016-09-19 16:08:29 2016-09-19 16:08:29
,J hittp-ihwww vitalsafehotels. com Vital Safe Hotels & Suites active 2016-09-19 16:00:51 2016-09-19 16:00:51
,-J http:ifwww. morgesequipments.com Morges & Associates active 2016-09-19 15:36:23 2016-09-19 15:36:23
,J http:/iwwwi.globalpcun.com Giobal Prudent Credit Union active 2016-09-19 14:20:20 2016-09-19 14:48:40
,J http:/iwww.diamondpoms.com Diamond Poms active 2016-09-18 22:09:54 2016-09-18 22:09:54
,J hittp:/iwww.gpcunion.com Giobal Prudent Credit Union Bank active 2016-09-18 22:01:05 2016-09-19 14:47:14
,.) hitp:ihwww.careerin.org End: i Corp active 2016-09-18 21:38:27 2016-09-18 21:38:27
,.) BNP Paribas active 2016-09-18 21:36:46 2016-09-18 21:36:46
,.) hittp:/hwww linkasialogser.com Linkasia Logistics Service active 2016-09-18 21:31:51 2016-09-19 15:08:55
,J hittp-/iwww linkasialogistic.com Linkasia Logistics Service active 2016-09-18 21:28:03 2016-09-19 15:04:35
,.) hitp:/hwww iapobs. co.za IAPOBS Bank dead 2016-09-18 20:42:31 2016-09-19 16:06:45
>~ hittp:/iwww continentalb.com Continental Bank dead 2016-09-18 20:32:55 2016-09-19 16:05:39
,J hitp:fheren lanviewshipping.com Lanview Shipping and Courier Company active 2016-09-18 20:17:01 2016-09-18 20:17:01
>~ Atlantic Shipping International / The Marss Logistics Group / Atlas Global International Logistics Company active 2016-09-18 18:40:39 2016-09-18 18:40:39
,.J hitp:ihensna xscompanyltd. com XS Company GmbH active 2016-09-18 18:26:28 2016-09-18 18:27:04
e hittp: /e saselio-gmbh.de Saselio Gmbh active 2016-09-18 18:13:14 2016-09-18 18:27:49
e hittp:/iwww.in-rbi.com Reserve Bank of India active 2016-09-18 14:23:55 2016-09-18 14:23:55

http://db.aa419.org/


http://db.aa419.org/
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Neural.it magazine
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Critical digital culture and media arts
- Since 1993
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Passwords:******x

“Inbox divers” are anti-fraud activists who use different social
engineering techniques to gain access to the scammers email
accounts in order to monitor them and warn potential victims.
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Method 1: Fake Form Elicitation

GLOBAL SECURITY coivear GLOBAL SECURITY
1 C'O:HPUAN_CE FORM Eﬁ?ﬂﬁi_‘lﬁﬂCE FORM

UTE-MEEE A
AT, RELIABLE, WORLDWIDE MONEY TRANLTES

D 1o naw Secirity [@ws and regulations in the UK and the Europesn Union (EU), and (o help fight giatal terroriam and frawd,
My row being sent via Western Union has to be conified as safe.

Wisbarn Union dess nat i sy way wast ko ba ssan & siding thess globsl problsms. For his resscn we now insket that this form is ’
campltad by BOM Ehe sender and recetver of any fureds being zent via Western Umion to anyahere in the word. Have you used Westarn Union before to receive funds:
Ipplies (0 both persenal and DUSINCSS use.

Al sections of this form mest e completed in full by both parties before any funds can be sent. How do you know the sender of thess funds and what is your relationship to them:
The senger of the funds must then kahe bath copies. of this Torm to the Western Unien offics whers the funds ars to e sent from. i 4
Please compiele tEs form clearly by hand. LA ) yTLA { f( 4

RECENER'S INFORMATION
L Have you ever been convicted of a crime. If so/not, give delails:

First name: it Middio name(s):

Surmams name: Data of birth:

Hava you ever been linked to any fraud or terrorist action. If sainot, give details

Full current address:

What are your views about fraud and terrorism:

Phone number:

Email address: e wi mot e g o i parises;

What more can Western Uinlon do to help prevent fraud:

Your parent's names:

Your children's names: sy

Alafviuegh i e, ne-rds to be signed ere |5 sl some cause for concem regarding faked signasurs and jorce details. For
{his reacn we e insist on finger grrlhb.ln‘ Grver, ThES Es st & asided Securmly Vaature 1o prokoct ourseives and our cuslomers,

Your sibling's names: «.m Pl ooy Ut siuiglhs Instructions o ek 7o 0 this. o wpacial nkes 808 SSuirsd Elgl wat 8 BLACK birk ot 88 cobbin i
EY TRANSFER INFORMATION anes of your fingars tham prans down firmby in the cormet bax Below. Do ane finger at 2 ime and try not to smudge your prints

Total being received: X 5 Currency:

Country of origin:

Reason for transfer:

What will the money be usad for:

Copyright 2008 Wes 0 ghts reserved  WUITD-34EISECAY
In coope curity Shield and MTCN Secure

Lp Tituaire__




Method 2: Spear-Phishing Money Transfer

g money

Funds Transfoer

* ONLINE

Tha Easiast and most Afordable way 1o transfer funds
RECENVE FUNDS SEMD FUMDS

unt Holder:  Har

fer Confrol : Account Stat
Payments

Bill Pz

Fay Anyone
YErsEds
Transaction History Page
Date Item Description Dizksit

26-0ay-12 | ational Banking Transfer s
SCOUMS
Your Details
Quick Support



Method 3: Phishing Web Service Attack

2013/1/30 Office Manager <officemanager@zabitdev.us>

broda i1 found dis mailer is very good fo bulk i throw more 600 recipient
mail go na inbox 100% good u make one too http:/fwebaccess.zabitdev.us
officemanager@zabitdev.us

Number of items to display per page: 100 250 500 1000

Name Current email address Password | | Desired username Location |  IP Address Date

Alexander Akuchukwu ' alexanderakuchukwu598 @ yahoo.com | donatus] | alexakuchukwul nigeria | 41.71.144.140 2015-07-2
Charles Trevor ' cirevor]l @consultant.com chinedu [ charlestrevor London ' 154.118.2.20 2015-05-30
Charles Trevor ' clrevor@consultant.com chinedu [ charlestrevar2 Landon [ 154.118.25.119 [2015-05-28
Susan Patrick ' susan.patrick88 & vahoo.ca chinedu susanpatrick London [ 154.118.25.119 2015-05-28

Alfred Yu Chow d.oscar2] S& hotmail com pastor] 1 | alfredchow2013 83220238 225 2015-05-2
Mobuyuki eettghyME vahoo com wear7001 johnsam77 usa 41.203.69.1] 2015-05-19
Mobuyuki ' gettgby 33@ yahoo com wear 7001 ' samitterry usa ' 412036916 2015-05-19
Godwin ' lishomnial c99@&gmail.com wear 7001 ' liketerry usa | 6B.168.98.169 2015-05-19
Nobuyuki ' gettghycc® yahoo.com wear7001 ' kirtlook usa | 6B.I6898.169 [2015-05-19
Nobuvuki ' gp222@vyahoo.com wear7001 ' bankhand usa | BB.I6B.9E.169  [2015-05-19
Nobuyuki ' 111@yahoo.com wear7001 ' collin700 usa | 412036920 [2015-05-19
Nobuvuk: gepas@vahoo.com wear 7001 Zusayal usa 173.193.236.18 2015-05-19
Nobuvuki gettgbyvv@ vahoo. oom wearT001 carolinel1 | usa 158 85,76, 228 2015-05-19
Nobuvuki pettgby 111111 & yahoo.com wear7001 miller 700 | usa 104.156.62.23 2015-05-19

MNobuyuki gettghy 9999E yahoo .com wearT001 julisTO0 | usa 41.203.69.20 2015-05-19 | Wl

Godwin ' lishomgq9ik9@ gmail com wearT001 ' samjame] | | usa [ 412036920 [2015-05-19
Nobuyuki ' gettghy9999&@ yahoo.com wear7001 ' Vanerry77 | usa | 20843123158 [2015-05-19
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More artistic case studies:

'Password;******!
'‘Behind the smart world' research lab (Forensic fantasies)
'Megacorp.'
Re:Dakar Arts Festival
Faceless patrons
Let's talk business
SSD Solutions Decoy
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Thank you for your attention!

Dr. Andreas Zingerle
andreas@kairus.org

www.kairus.org
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mailto:andreas@kairus.org
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