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Overview

● The Megacorp. conglomerate
● Strategies from the AA419: How to spot fake websites
● Task 1: www.start-office.biz
● Task 2: Virtual investigation tour Germany
● Q&A

… before we start: brief introduction round: 
● Tell your name and answer the following question: let's say you 

won a yacht on the Internet. Tell us what would be the name of 
your yacht?



  

The Megacorp. conglomerate



  

Observation of AA419



  

Reserch motivation

Visit the aa419 website and see what sort of 
'new' companies were added each day. 

After a while you start seeing similar companies 
reappear again and you start reading the 
forums.

● Dig deeper into anti-scam activism practices
● No visualization or artwork found that deals with 

fake websites.



  

Reserch questions

● How do these fake websites look like? Clones of 
existing websites vs. 'real fake' businesses

● Are there patterns depending on countries or 
industry branches?

● How are the fake websites detected?
● Why is this done by a vigilante community? 
● Do they follow certain ethics or moral strategies?



  

Idea how to visualise the websites

● William Gibsons naming of big evil corporations 
that want to take over the world as 
MEGACORP.'s

● Part of Cyberpunk dystopian sci-fi gerne 



  

Fictional examples



  

Real life examples



  

Real life examples



  

Real / Fake websites

● Look & feel
● Domain name
● Contact information
● Imprint
● Language: Grammar, Spelling, Wording
●  Domain WHOIS lookup 
● Check SSL (Secure Socket Layer) Login, Create Account, and 

Payment Pages
● Shipping and Return Policy
● Links to the Domain Name 



  

Look & feel

● Is the web-design coherent?
● Do some photos/logos look misplaced?



  

Domain Names
● Wrong key typos (bamkaustria)

● QWERTZ typos (banlaustria, k-l, n-m, etc.)

● Missed character typos (bankastria)

● Transposed character typos (bankuastria)

● Double character typos (bankaaustria)

● Look alikes (the letter l, i and the number 1)



  

http://research.domaintools.com/buy/domain-typo-finder/



  

Contact information

● Is there a way to get in touch with someone?

● Is the contact email using the TLD or is it a free email service? (gmail, hotmail)

● Is it a valid address? Can I find the address through OSM, Google.maps, etc. 

● If there is a phone number provided, is it a valid number? Does the country code fit
the address? Can I find the phone number in a phone book? Can I call there during 
their business hours?



  

Imprint

● "Site notice", "Legal notice" or "Legal disclosure": for websites in English, a page 
title commonly used to link to legal metadata and terms of use.

● Check the provided UID or VAT number

Language

● Wrong language (should be a German business but website is in English) or global
player but the website just exists in German)

● Misspelled words or wrong used company names



  

Domain Whois Lookup
● Do a whois lookup to see who owns the domain. 
● The result will tell you the registrar (company that the domain was purchased through), 

when it was created, when it expires as well as contact details.

● e.g. able to confirm that the domain was owned by a company in China, not the running 
shoe company located in the U.S. 

● Another key observation to look for is how long the domain has existed. If it has been 
active for less than a year, then it is most likely a scam website. 

http://www.whois.com/whois/andreaszingerle.com



  



  

SSL (Secure Socket Layer)

● Many fake or fraudulent sites will not bother to buy an SSL (Secure Sockets Layer) 
certificate. 

● SSL certificates secure the transfer of your data when you submit sensitive 
information (creating an account, or submitting payment info) and cost money. 

● A scam site, quite often, won’t bother with an SSL certificate, as the site will likely 
be shutdown within a couple months after the fraud has been reported.



  

Is content copied from other sites?

Plagiarism checker tools such as: http://plagiarisma.net/ 

http://plagiarisma.net/


  

http://piratepad.net/esc081015



  

http://www.start-office.biz/

● Check the website and look for hints and clues

● See the piratepad for more info:

http://piratepad.net/esc081015

http://piratepad.net/esc081015


  



  



  



  



  



  



  

Wiener Twin Towers Business Centre, Twin Tower, Wienerbergstrasse 11, 1100 Wien, Austria



  



  

But once you call the number the number is invalid. 



  



  



  



  



  



  



  



  



  

Domain Name: START-OFFICE.BIZ

Domain ID: D65180123-BIZ

Sponsoring Registrar: WEB COMMERCE COMMUNICATIONS, LTD.

Sponsoring Registrar IANA ID: 460

Registrar URL (registration services): whois.web.cc

Domain Status: clientDeleteProhibited

Domain Status: clientTransferProhibited

Domain Status: clientUpdateProhibited

Variant: START-OFFICE.BIZ

Registrant ID: WN20783699T

Contact ID: WN20783702T

Technical Contact ID: WN20783701T

Registrant/Administrative/Billing/Technical Contact ID: WN20783700T

Registrant/Administrative/Billing/Technical Contact Name: Fred Bohnsack

Registrant/Administrative/Billing/Technical Contact Organization: Fred Bohnsack

Registrant/Administrative/Billing/Technical Contact Address1: 2775 Holdom Avenue

Registrant/Administrative/Billing/Technical Contact City: Surrey

Registrant/Administrative/Billing/Technical Contact State/Province: BC

Registrant/Administrative/Billing/Technical Contact Postal Code: V3T 4Y5

Registrant/Administrative/Billing/Technical Contact Country: Canada

Registrant/Administrative/Billing/Technical Contact Country Code: CA

Registrant/Administrative/Billing/Technical Contact Phone Number: +1.6045897359

Registrant/Administrative/Billing/Technical Contact Facsimile Number: +1.6045897359

Registrant/Administrative/Billing/Technical Contact Email: info@start-office.biz

Name Server: NS6329.HOSTGATOR.COM

Name Server: NS6330.HOSTGATOR.COM

Created by Registrar: WEB COMMERCE COMMUNICATIONS, LTD.

Last Updated by Registrar: WEB COMMERCE COMMUNICATIONS, LTD.

Domain Registration Date: Mon Jun 15 12:40:18 GMT 2015

Domain Expiration Date: Tue Jun 14 23:59:59 GMT 2016

Domain Last Updated Date: Wed Aug 05 15:23:54 GMT 2015



  



  



  



  

A lot of the fake sites are found by searching text from known fakers
… or it is possibl to find the source – the original – page that has been faked



  



  



  



  



  



  



  

Google.com/alerts

● By copy/pasting some phrases from the websites and creating “google 
alerts” it is possible to get notified by google as soon as a website is indexed 
by the bots.



  

Reverse IP lookup

Many of the fraudsters will have several fake sites 
online at the same time. It is easier for them to have 
them all hosted by the same hosting company. That is 
why you will find often nests of several fakers on the 
same IP address.

http://reverseip.domaintools.com/search/?q=start-
office.biz 



  



  

File a report

● host is responsible for physically hosting the 
site / email addresses

● registrar is responsible for the domain name 
registration

● Look for other possibilities to warn other people 
and potential victims.



  

www.watchlist-internet.at



  

www.scamwarners.com



  

http://db.aa419.org/fakebankslist.php



  



  



  

Virtual passive reconnaissance:
investigation tour: 

The process of collecting information about an 
intended target without the target knowing what 
is occurring. Typical passive reconnaissance 
can include e.g. physical observation of an 
enterprise's building

https://www.youtube.com/watch?v=jjrmq6ts2Bw

https://www.youtube.com/watch?v=jjrmq6ts2Bw


  

Megacorp. Cooperations
http://piratepad.net/esc081015-task2

● Selection of 15 businesses that are located in 
Germany.

● Find information about the companies:
– Is there info available about the company?

– Look them up on maps and streetviews (if available)

– Take screenshots of your findings and we include 
them in the video.

● map_abx-logistic.com.png
● street_abx-logistic.com.png

sent this to we@kairus.org and we render the video.

http://piratepad.net/esc081015-task2
mailto:we@kairus.org


  

Questions & remarks?
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