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22 hard drives from a west African e-waste dump -
Behind the Smart World

Workshop Transmedia matters, Basel/Switzerland, Nov 3-4, 2016

Linda Kronman, Andreas Zingerle (KairUs Art collective)



KAIRUS Art + Research

Started 2010 by Linda Kronman and
Andreas Zingerle

Artistic works around the thematic of
trust, Internet fraud and vigilante
communities.

www.kairus.org




Re: Dakar Art Festival

M aba Vassar | Accounter [l M Dialio | Hosel booking M Ibrahim | urance MiAstou | Travel agent

A transmedia installation that documents the process of a new art scam form.

flickr Go gle Linked ). {orseasss




Motivation:

» \Working with thematic Internet fraud

* Artist in residency In Ghana

* Articles about e-waste criminals illegal
dumping of e-waste.



. » GHANA: Intemet criminals cash in on e-waste dumping

Ghana holds the unenviable
record as the second most Internet

fraud-prone country in Africa, after
Migeria, and the seventh most
cybercrime-prone country in the
world. The US State Department
also lists Ghana as one of the

top sources of cybercrime in the
world. [Source: The Global Internet
Reportranking]

Award winning Ghanaian journalist
GEORGE SYDNEY ABUGRI has
been exploring the link between
internet crimes and e-waste
dumping in Ghana. Kindly
reproduced under permission, this
is an extract from his paper.

Award winning journalist George
Sydney Abugri




CThe Telegraph

Home Video N€WS world Sport Finance Comment Culture Travel Life Women Fashion
Politics | Electiom 2015 | Investigations | Obits | Education | Science [@alyi/l ‘Weather | Health
News | Environment | Climate Change | Wildlife | Picture Galleries | Earth Video

HOME » MEWS » EARTH » EARTH NEWS

How your old computer may be on its way to Africa’s online
fraud capital

Understanding cybercrime in Ghana:
A view from below

by Jason Warner, Harvard University




Research guestions:

e Can recover any data from the hard drives?

e Can it be (ab)used?

* What do we have to condider when we use
the material as found footage for artistic
production?






Export of e-waste
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https://www.youtube.com/watch?v=JXDrIvShZKU
https://www.youtube.com/watch?v=JXDrIvShZKU
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13 Desktop hard drives (3.5”)
O Laptop hard drives (2.5")

4: Hitachi, Fujitsu, Western Digital
3: Maxtor, Seagate
1: Samsung, HP, Toshiba, IBM

Oldest production date: March '97 _ \
Newest production date: March '08 : R A

Ranging from 644MB to 160GB
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Social engineering method:
'‘Dumpster Diving'

Wikipedia defines dumpster diving
as: “the practice of sifting through
commercial or residential trash to
find items that have been
discarded by their owners, but
which may be useful to the
dumpster diver”.

The main reason for dumpster
diving is for the acquisition of
information.




As students, Bill Gates and Microsoft
co-founder Paul Allen went dumpster
diving to try and get source code.

Once, they found a printout of the
TOPS-10 (Timesharing OS) source
code, and it unlocked a lot of secrets.




Practices of found footage and media archeology:

Artists gather source material from thrift stores, garage
sales, flea-markets and dumpsters.




Methodologies

* Planned as a 'data-recovery' workshop
- servus.at+fundings = research lab
* DIY recovery session using FLOSS tools
 Artlab with symposium by experts + 10
artists from various backgrounds






Out of 22 hard drives:

« 3 were immediately accessible with data on them.
« 2 were recovered by us with open source
tools 'photorec' and 'testdisk'.
« 1 was (so far) recovered by technicians from
Datenrettung ECS-Solutions
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How does the 'Internet of things'
affect our privacy?

What data breaches can be found on
electronic waste dumps?

What is the value of disposed data?



BEHIND

THE

SMART

HAT IS THE VALUE OF DISPOSED DATA?

THURSDAY

INTRODUCTION: “BEHIND THE SMART WORLD"” RESEARCH LAB
LINDA KRONMAN & ANDREAS ZINGERLE (KAIRUS.ORG & SERVUS.AT)

CAN SINIRTAS (ECS GLOBAL, DATA RESCUE)

FIEKE JANSEN (TACTICAL TECHNOLOGY COLLECTIVE, DATA BROKERS)

DR. MICHAEL SONNTAG (JOHANNES KEPLER UNIVERSITY LINZ, DATA FORENSICS)
Q&A

OPEN DISCUSSIONS & DRINKS












BEHIND
THE ARTISTS PRESENTATIONS:

ey ., EXPLORING HARD DRIVES

ARTISTS PRESENTATIONS
EMGKE BADA (HU), PIM ZWIER (NL), LILIAN BEIDLER (CH), MICHAEL WIRTHIG (AT)

BREAK

ARTISTS PRESENTATIONS
JOAKIM BLATTMAN (NO), MARIT ROLAND (NO), SIMON KRENN (AT),
MATTHIAS URBAN (AT), FABIAN KUHFUSS (DE)

OPEN DISCUSSIONS & DRINKS










ake away from the artlab



1.
Work with people you trust,
and are interested In the project as well.



2.
 Data set should have been sent out earlier
e data was raw = viruses



3.
 learning from the experts, excursion,
discussions was good for the participants
* priefing: communicate expectations better



3.
* learning from the experts, excursion,
discussions was good for the participants
e the experts made the artists very cautious
* priefing: communicate expectations better



4.

» OQutcome of the artlab was not met completely
and we shifted to broaden the topic and work
with artists that did projects around “saving-
deleting-resurfacing” of data.
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Presentation at conferences

* ISEA 2015, Vancouver/Canada

e 32C3 Chaos Communication Congress,
Hamburg/Germany

 Stuttgarter Filmwinter, Germany

* XCoAX conference Bergamo/ltaly
























Mapping the smart world









Categories:

Mining
Trading
Producing
Consuming
Dumping
Historical







Linda kronman & Andreas Zingerle (KairUs),
Fablan Kuhfu, Raphael Perret, Martin Reigiy

MAPPING THE
SMART WORLD







ake away from the workshop



people already know each other, aware the thematic
expectations were clear and communicated

clear outcome — mapping presented at ars

no possibility to test

e value of labor, metals, scrap

* no artwork -> research method to discover future topics for
artistic production.



Outlook:

 plan other exhibitions with the research lab
e plan a 2 week artlab in Spring 2017
e open source web version of the mapping.



Thank you!
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A transmedia installation that documents the process of a new art scam fonm.
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Motivation:

« Working with thematic Internet fraud
e Artist in residency in Ghana

* Articles about e-waste criminals illegal
dumping of e-waste.




= GHANA: Internet criminals cash in on e-waste dumping

Ghana holds the unenviable

record as the second most Internet
fraud-prone country in Africa, after
Nigeria, and the seventh most
cybercrime-prone country in the
world. The US State Department
also lists Ghana as one of the

top sources of cybercrime in the
world. [Source: The Global Internet
Reportranking]

Award winning Ghanaian journalist
GEORGE SYDNEY ABUGRI has
been exploring the link between
internet crimes and e-waste
dumping in Ghana. Kindly
reproduced under permission, this
is an extract from his paper.



Che Telegraph
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How your old computer may be on its way to Africa’s online
fraud capital

Understanding cybercrime in Ghana:
A view from below

by Jason Warner, Harvard University




Research questions:

e Can recover any data from the hard drives?

e Can it be (ab)used?

 What do we have to condider when we use
the material as found footage for artistic
production?
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Export of e-waste
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13 Desktop hard drives (3.5”)
9 Laptop hard drives (2.5”)

4: Hitachi, Fujitsu, Western Digital
3: Maxtor, Seagate
1: Samsung, HP, Toshiba, IBM

Oldest production date: March '97
Newest production date: March '08

Ranging from 644MB to 160GB




Social engineering method:
'‘Dumpster Diving'

Wikipedia defines dumpster diving
as: “the practice of sifting through
commercial or residential trash to
find items that have been

discarded by their owners, but
which may be useful to the
dumpster diver”.

The main reason for dumpster
diving is for the acquisition of
information.




As students, Bill Gates and Microsoft
co-founder Paul Allen went dumpster
diving to try and get source code.

Once, they found a printout of the
TOPS-10 (Timesharing OS) source
code, and it unlocked a lot of secrets.




Practices of found footage and media archeology:

Artists gather source material from thrift stores, garage
sales, flea-markets and dumpsters.




Methodologies

* Planned as a 'data-recovery' workshop
- servus.at+fundings = research lab
* DIY recovery session using FLOSS tools
* Artlab with symposium by experts + 10
artists from various backgrounds







Out of 22 hard drives:

» 3 were immediately accessible with data on them.
» 2 were recovered by us with open source

tools 'photorec’ and ‘testdisk'.
» 1 was (so far) recovered by technicians from

Datenrettung ECS-Solutions




Hard Drives
SCSI/ IDE

CD / DVD

<

Flappy Disk ette

»

The hard drives are representations for electronical
devices that store personal data of us.



This amount of electronics is constantly growing and
Increasingly monitoring our everyday lives. Even if
data is stored in the 'cloud', it is still stored on a
physical storage medium.



Recycling schemes enable us to to stay up to date
with the newest gadgets.



Planned obsolescence result in short life cycles of
our electronics.



In the end a lot of our data is recycled with the
physical objects.



How does the 'Internet of things'
affect our privacy?

What data breaches can be found on
electronic waste dumps?

What is the value of disposed data?

For this artistic research Lab, we invited artists and
experts to talk and discuss around questions such
as:



WHAT IS THE VALUE OF DISPOSED DATA?

THURSDAY, MAY 21, 19:0

. M INTRODUCTION: “BEHIND THE SMART WORLD” RESEARCH LAB
i LINDA KRONMAN & ANDREAS ZINGERLE (KAIRUS.ORG & SERVUS.AT)

B9 CAN SINIRTAS (ECS GLOBAL, DATA RESCUE)

#®  FIEKE JANSEN (TACTICAL TECHNOLOGY COLLECTIVE, DATA BROKERS)

8 DR. MICHAEL SONNTAG (JOHANNES KEPLER UNIVERSITY LINZ, DATA FORENSICS)
B oza

RIS OPEN DISCUSSIONS & DRINKS

The upcoming program of today will be three talks
from experts:

CAN SINIRTAS from DATENRETTUNG ECS
Solutions talking about DATA RECOVERY.

FIEKE JANSEN from TACTICAL TECH
COLLECTIVE talking about DATA BROKERS.

Unfortunately on a short notice Uwe Sailer informed
us that we cannot make it today due to a court
case. Yet we are happy that Dr.

MICHAEL SONNTAG FROM the INSTITUTE OF
NETWORKS AND SECURITY AT JKU will be












BEHIND
THE ARTISTS PRESENTATIONS:

B ... EXPLORING IVEs

FRIDAY, MAY 22, 17:00

% ARTISTS PRESENTATIONS
EMOKE BADA (HU), PIM ZWIER (NL), LILIAN BEIDLER (CH), MICHAEL WIRTHIG (AT)

BREAK

®  ARTISTS PRESENTATIONS
JOAKIM BLATTMAN (NO), MARIT ROLAND (NU), SIMON KRENN (AT),
MATTHIAS URBAN (AT), FABIAN KUHFUSS (DE)

OPEN DISCUSSIONS & DRINKS

Tomorrow starting 5 o'clock we will have our artists
presentations.
(Please alll stand up briefly so that people can see

you!)

Emoke Bada from HUNGARY
Pim Zwier from THE NETHERLANDS
Lilian Beidler from SWITZERLAND

MARIT ROLAND AND JOAKIM BLATTMANN from
NORWAY









Take away from the artlab




1

Work with people you trust,
and are interested in the project as well.




2.
 Data set should have been sent out earlier

e data was raw = viruses




3.
* learning from the experts, excursion,

discussions was good for the participants
* briefing: communicate expectations better




3.
* learning from the experts, excursion,
discussions was good for the participants

 the experts made the artists very cautious
* briefing: communicate expectations better




4.
« OQutcome of the artlab was not met completely
and we shifted to broaden the topic and work

with artists that did projects around “saving-
deleting-resurfacing” of data.




SMART WORLD
IND THE SHART

BE A8 - ARTISTIC STRATEGIES

£oR DEALING WITH RESURFACING

DATA

Publication: “Behind the smart world” collection of
artistic research essays and interviews by artists
about their projects.

process of learning to know the artists and their work.



Presentation at conferences

e [ISEA 2015, Vancouver/Canada

« 32C3 Chaos Communication Congress,
Hamburg/Germany

o Stuttgarter Filmwinter, Germany

« XCoAX conference Bergamol/Italy

Publication: “Behind the smart world” collection of
artistic research essays and interviews by artists
about their projects.

process of learning to know the artists and their work.



Publication: “Behind the smart world” collection of
artistic research essays and interviews by artists
about their projects.

process of learning to know the artists and their work.



SRl EEDD=s
e TRl
el Tl

Publication: “Behind the smart world” collection of
artistic research essays and interviews by artists
about their projects.

process of learning to know the artists and their work.



Publication: “Behind the smart world” collection of
artistic research essays and interviews by artists
about their projects.

process of learning to know the artists and their work.



Publication: “Behind the smart world” collection of
artistic research essays and interviews by artists
about their projects.

process of learning to know the artists and their work.












Mapping the smart world










Categories:

Mining
Trading
Producing
Consuming
Dumping
Historical













Take away from the workshop




people already know each other, aware the thematic
expectations were clear and communicated
clear outcome — mapping presented at ars

no possibility to test

value of labor, metals, scrap

no artwork -> research method to discover future topics for
artistic production.




Outlook:

* plan other exhibitions with the research lab

 plan a 2 week artlab in Spring 2017

* open source web version of the mapping.




Thank you!




