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Overview

● Fake websites everywhere!?
● Activist strategies against fake websites
● Art installation “Megacorp.”
● Creative media competence training 
● Q & A



  

Research into vigilante communities 
and net activist groups who fight 

against Internet fraud



  

Fake websites everywhere?

● 20% of the Web is fake (Gyongyi and Garcia-Molina 2005). 

● 70% of “.biz” and 

● 35 % of “.us” domain pages are fake (Ntoulas et al. 2006).

● 85% of phishing websites are registered “.cn”



  

Reserch motivation

● “Artists against 419” (aa419) activists & database 
visit the page and see what sort of 'new' 
companies were added each day. 

● After a while you start seeing similar companies 
reappear again and you start reading the forums.

● Dig deeper into anti-scam activism practices
● Research for an visualisation: No visualization or 

artwork found that deals with fake websites.



  

Research questions

● How do these fake websites look like? Clones of 
existing websites vs. 'real fake' businesses

● Are there patterns depending on countries or 
industry branches?

● How are the fake websites detected?
● Why is this done by vigilante communities? 
● Do they follow certain ethics or moral strategies?



  

Observation of AA419

40-50 websites added per day, about 105.000 db entries since 2005-11-03, 4856 users



  

Old tactics

Self programmed software called “Muguito” and “Lad Vampire”, discontinued 2007

● 'Bandwith hogging' and DDos attacks



  

Present tactics

● Collect evidence and information about the fake 
website that proves that it is a fake business or 
at least raises certain suspicion

● Write complaint letters to hosting providers
● Maintain good relations to hosting providers 

and law enforcement.



  

Open Source Intelligence Tools

● AA419 members use OSIT to collect evidence:

- 'Whois' and DNS Entries 

- contact the 'official' website owner

- crawl the web for copies of the website

- check if the company is registered in this 
country
- visit the physical addresses to see if a 
company is located there.



  

Domain Whois Lookup
● Do a whois lookup to see who owns the domain
● The result will tell you the registrar (company 

that the domain was purchased through), 
when it was created, when it expires as well as 
contact details.

● e.g. able to confirm that the domain was owned 
by a company in China, not the running shoe 
company located in the U.S. 

● Another key observation to look for is how long 
the domain has existed. If it has been active for 
less than a year, then it is most likely a scam 
website. 



  

Contact information

● Is there a way to get in touch with someone?

● Is the contact email using the TLD or is it a free email service? (gmail, hotmail)

● Is it a valid address? Can I find the address through OSM, Google.maps, etc. 

● If there is a phone number provided, is it a valid number? Does the country code fit
the address? Can I find the phone number in a phone book? Can I call there during 
their business hours?



  

SSL (Secure Socket Layer)

● Many fake or fraudulent sites will not bother to buy an SSL (Secure Sockets Layer) 
certificate. 

● SSL certificates secure the transfer of your data when you submit sensitive 
information (creating an account, or submitting payment info) and cost money. 

● A scam site, quite often, won’t bother with an SSL certificate, as the site will likely 
be shutdown within a couple months after the fraud has been reported.



  



  



  

A lot of the fake sites are found by searching text from known fakers
… or it is possible to find the source – the original – page that has been faked



  



  

File a report

● host is responsible for physically hosting the 
site / email addresses

● registrar is responsible for the domain name 
registration

● Look for other possibilities to warn other people 
and potential victims.



  
www.watchlist-internet.at



  

www.scamwarners.com



  

http://db.aa419.org/fakebankslist.php



  

Idea how to visualize the website

● William Gibsons naming of big evil corporations 
that want to take over the world as 
MEGACORP.'s

● Part of Cyberpunk dystopian sci-fi genre 



  

Fictional examples



  

Real life examples



  

Real life examples



  

The Megacorp. conglomerate



  



  



  Megacorp.kairus.org



  
Megacorp.kairus.org



  Megacorp.kairus.org



  
Company showreel / Location check / website



  

Conclusions

● Vigilante communities fight against fake 
websites

● Use open source intelligence tools to collect 
evidence 

● Write complaint letters to hosting providers
● Artwork “Megacorp.” visualizes the actions and 

teaches their strategies in workshops.



  

THANK YOU!
Questions & remarks?

Contact:

Andreas Zingerle, University of Art and Design, Linz, Austria.
Andreas.zingerle@ufg.ac.at

Kairus.org

Megacorp.kairus.org / db.aa419.org

mailto:Andreas.zingerle@ufg.ac.at
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