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NOTICE IS GIVEN that any person found
Pilfering. Stealing, Robbing, or committing
any act of Lawless Violence will be summarily

"HANGED
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Scambaiting Communities Against
Online Fraud
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Member Sign-in

Welcome to ReadNotify.com ! email:

ReadNotify lets you know when email

you've sent gets read password:

Reliable! m

Our powerful combination of over 20 : I
different tracking technologies gives you i it g i L
more tracking information, and more often,
than anything else available

Your existing email address:
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=k B wwaw. uknumber.co.uk

| - _ - ek k. 2
- wherever you are in the world!

Get a UK number for your overseas phone! For UK fax to e-mail

If you live outside the UK and would like a UK number that's routed numbers- click here
through to your International phone, please elther elick on the continent i ’
you are in or select your country from the drop-down menu below. L 5

For non-geagraphic UK
numbers for your UK
phone or fax - click here

0844 —p _L: __

For a UK number for your
VolF phone - click here

056 —h?

. If you want to run a UK
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Select country
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Tuesday, May 29th, 2007

Conviction 2193
= pyareadyl2? - , California
fbraham Koujababian will need to fit that
name on some orange clothes
[Read Report] Links to Chat Log:
[whith Commentary] [Ho Commentary]

« Yahoo IM - avareadyl2z
. Califarnia
Unbeheveable,
Bust by Captain Morgan @ 7:02 PM PST

[writh Commentary] [No Commentary]

Friday, May 25th, 2007

Conviction #1922
= spaki786 - Orange County, California
Maroof Shah Faroog finds ouwt that it's no
fun o solicit & 12 year old
[Read Report] Links to Chat Log:
[whith Commentary] [Ho Commentary ]

Must-read article in LE Technology Magazine

For anyone following what we do, there's a must-read article in
Law Enforcement Technology Magazine owver at Officer.com. They
go in-depth into what we do, talk to the law enforcement that has
knowledge of working with ws and covers all the issues
surrounding what we do, from the much-ballyhooed “entraprment”
claims that the general public doesn™t understand much abowt o
what we bring to the table.

If vou want to hear about what we do from law enforcement that
has wimessed first-hand what we do, check out [ptermet
Watchdogs - Officer.com. If you've ever had questions or even,
gasp, uneasy qualms about what we do... well, it's the article for
you,

We've been saying it for a long tirme and proving it even longer,
our operations are professional, effective and one of a kind.
Thanks to those in law enforcement for stepping forward to tell the

world what ® should already know: We buld qualty cases that) —

stand up in court, we're professional and we work.

Why so quiet? Expansion on all fronts!
We're in & major expansion mode right now 85 we prepars no less
than three different additions to our growing website presence, not
to mention the work we're doing polishing and completing the waork
on our soon to be unveiled law enforcement training program. IF
the main page uvpdates zearm somewhat slow throughout Spring

First time to Pervarted-Justice .com ¢

welcome o Perverted-Jushice com, you
prabably have many questions if this 15
your first time here, Here are some
invaluable resources for first-time visibors
to our site and information for media,
police and concerned parents...

=
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https://www.youtube.com/watch?v=w_M-Jpz1kO8
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Projects from net.art and net activism

lan Paul: Borderhaunt

Virtual Sit-ins: the Electronic Disturbance Theater
Kairus: Password:******

Performative Journalism: Mads Brugger



STEP 1 STEP 2

Below is the Bonder Death Diatabase. Below is the BloeServo bonder policing database.
1.. Perform & seanch by filling ouf the form below and clicking *seaech®. 1. Create an scopust by filling ceat the form and clicking *oreste scopust®.
. O the seasch resules sppear, sclodt one of border death prodiles by clclong and dragging % 2. Selott & camen 0 obscrve by clickmg on &,
over the text. 3. Click on "Report Suspicious Activities” .
3. Copy the profile by pressing CtrbC (or select the ®edit® menu and click *copy®). 4, Click inside of the text box and press Ciri+ P (or select the "edit® mesn snd ciick *pasie®),
4, Move on o Siep 2 3. Chck “send miceremtion” . Chok Here i you woglkl BEe 1o fepesl the process,
LY
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In solldarity with the Zapatistas we welcome all netsurfers to use the automated features In this FloodNet webpage to:

1. Continuously reload targeted webpages.
2. Send messages to targeted server logs.

See TINSTRUCTIONS® for ‘how to’ details.

Is this FloodNet working?

See for yoursell. Look for visual confirmation in the bottom frame and in this frame.

1. Bottom frame: Floodiet's background applet automatically reloads the targaet webpage several times per minute. You should see the top of the
target page in the bottom frame, The target page flashes when it reloads,

2. This frame: Click the FloodNet's upper left applet to send a message to the server error log of the targeted URL. The “personal message® form will
send a message (o the server error log of your choice. You should see the ermor message retumed from the server displayed in this frame.

Why send messages to servers?

i The FloodNet applicaticn of error log spamming is conceptual Intemet art. This is your chance to voice your political concemns on a targeted server. You

FRAME FOR URL HITS FRAME FOR URL HITS FRAME FOR URL HITS
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Discussion

« Ongoing debate how beneficial these communities are for the net community
* Vigilante groups invest a lot of time and commitment to their act of civil service

« Could these vigilantes be used as a resource in the fight against cybercrime?
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Conclusion

Concerned about anonymity, camouflage their digital identities

Misuse various vernacular online tools to gather Open-source intel.

- Background checks from hosting providers
- Custom software, bandwith hogging, chat transcripts
- Heavily crowd-sourced sting operations

Genres of tactical artists, hacktivists or artivists merge
Often, evidence is gathered illegally or by morally questionable acts



THANK YOU!

Andreas Zingerle
Timebased and Interactive Media
University of Art and Design, Linz, Austria
andreas.zingerle@ufg.ac.at

Paper as .pdf & more info:
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