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Scambaiting Communities Against 
Online Fraud



  

 



  



  



  



  



  



  



  



  



  



  



  https://www.youtube.com/watch?v=w_M-Jpz1kO8



  



  



  



  



  

Projects from net.art and net activism

● Ian Paul: Borderhaunt
● Virtual Sit-ins: the Electronic Disturbance Theater
● Kairus: Password:******
● Performative Journalism: Mads Brugger



  



  



  



  



  



  

Discussion

● Ongoing debate how beneficial these communities are for the net community

● Vigilante groups invest a lot of time and commitment to their act of civil service

● Could these vigilantes be used as a resource in the fight against cybercrime?



  



  



  

Conclusion

● Concerned about anonymity, camouflage their digital identities
● Misuse various vernacular online tools to gather Open-source intel.

– Background checks from hosting providers

– Custom software, bandwith hogging, chat transcripts

– Heavily crowd-sourced sting operations

● Genres of tactical artists, hacktivists or artivists merge
● Often, evidence is gathered illegally or by morally questionable acts
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