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Research into vigilante communities and net 
activist groups who fight against Internet fraud



  

Fraudulent websites everywhere?

● 20% of the Web is fake (Gyongyi and Garcia-Molina 2005). 

● 70% of “.biz” and 
● 35 % of “.us” domain pages are fraudulent (Ntoulas et al. 

2006).

● 85% of phishing websites are registered “.cn”



  

http://db.aa419.org/fakebankslist.php


  

Research questions

● How do these fraudulent websites look like? 
● Are there patterns depending on countries or industry 

branches?
● How are the fraudulent websites detected?
● Why is this done by vigilante communities? 
● Do they follow certain ethics or moral strategies?



  

Old tactics

● 'Bandwith hogging' and DDos attacks by using self programmed 
software called “Muguito” and “Lad Vampire”, discontinued 2007



  

Present tactics

● Collect evidence and information about the website that proves 
that it is a fake/fraudulent business or at least raises certain 
suspicion

● Write complaint letters to hosting providers
● Maintain good relations to hosting providers and law 

enforcement.



  

Open Source Intelligence Tools

● AA419 members use OSIT to collect evidence:

- 'Whois' and DNS Entries 

- contact the 'official' website owner

- crawl the web for copies of the website

- check if the company is registered in the given country

- visit the physical addresses to see if a company is located there.

● There are other tools available, we wanted to focus on the tools and strategies 
that this online community is using.



  

Domain Whois Lookup

● WHOIS lookup
 

● Registrar information 
 

● when it expires as well as contact details.
 

● How long is the domain registered



  

Contact information

● Is there a way to get in touch with someone?

● Is the contact email using the TLD or is it a free email service?

● Is it a valid physical address? 

● Is there a valid phone number?



  



  



  

A lot of the fake sites are found by searching text from known fakers
… or it is possible to find the source – the original – page that has been faked



  

File a report

● host is responsible for physically hosting the site / email 
addresses

● registrar is responsible for the domain name registration
● Look for other possibilities to warn other people and potential 

victims.



  

Idea how to visualize parts of the AA419 DB

● We were curious to find out what kind of businesses were 
represented on these fake websites

● We wanted to comment on the template based aesthetics of 
todays company representations

● We wanted to put an emphasis on the structures of 
centralization of money and power



  

Fictional examples



  



  



  

Challenge

● when websites where listed in the AA419 the hosting providers 
closed the websites

● we could not go back to the websites to analyze them



  



  



  



  



  



  



  



  



  

THANK YOU!

Questions?
Come and get your report!

megacorp.kairus.org
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