Disruptive anti-fraud artivism -
artistic strategies to expose Internet scammers

Andreas Zingerle, Linda Kronman (Kairus.org)
New Media Caucus “Ecologies of creative activism” panel,
Feb. 5, 2016, Washington D.C.
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Research into vigilante communities and net
activist groups who fight against Internet fraud
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Different approches

Storytelling and narrative
Data security and privacy
Technology and scams

Artworks
Workshops and Artlabs



Storytelling and Narrative

e Re: Dakar Arts Festival
 Faceless Patrons



Re: Dakar Arts Festival
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About this Blog
Sightseeing in Dakar
I also made some research what to do in Dakar. We are going to stay there for a week so

besides the opening and the set up of my work | hope to have some time o go sightseeing
and maybe to the beach &=

Here are some places | want to see. Made it a Google map so | can print it and take it with
me!

3] Dakar Sightseeing
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Dakar Art Festival Scam!

Who is Who?

lrrthiam snd Senegabesafestival organioers. Whe is wia?

Pator Irrthum | Gallerist

Peter is & busy Swiss gallerist and owner of Galerls Irrthasn based in 512
Gallen. He sperds his warfong diyd i meelings fetworking wih sponsons,
producers, curstor and artists. Ha naver ghvil up 80 oppartianity 1o Mt
naw inferesting people, Peter s tough arsd demanciing, yet friendly,
generous snd Fmpartial,

HMWM

Haldi Humpfburg | Artist

Heidi is & photographer and artist from St Gallen, Switrerland. She
gradusted 1992 from Zlricher Hochichuls der Kinite. Ad 8n photographer
shwr b Freelsnced for mary national and intermaticnal magazines, As an
documentations, the newest one "Falsche Hoffnung™ was sent io the Dalosr
Artd Faithval 2010, She had alis mbde workihopd 4.9, "Nans Gamars
building®, snd *Unplugged Photashap®, her interests incudes smongst othes




Types of anti-fraud activism

Scam Alerters (Re: Dakar Arts Festival, Let's Talk Bussiness)
Trophy Hunters (Re: Dakar Arts Festival)

Bank Guards (Faceless Patrons)

Inbox Divers (Password:****** Monitoring Harry Brooks)
Website Reporters (megacorp.)

Romance seekers

Safari Agents



Faceless patrons
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Data security and privacy

» Password: ******
* Monitoring Harry Brooks



Password: ******
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Monitoring Harry Brooks












Technology and Scam

e Let's talk business
 Megacorp.



Let's talk business












Megacorp.
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KEY FIGURES:
ALL BUSINESS SEGMENTS

32.6% LOGISTICS AND TRANSPORT

21.9% BANKING AND FINANCE

14.2% ONLINE MERCHANDISE AND TRADE

6.9% PET SHOPS AND ANIMAL TRANSPORT

5.7% CONSTRUCTION AND REAL-ESTATE

5% NATURAL RESOURCES AND HEAVY INDUSTRIES
4.8% LAW AND SECURITY

4.3% CONSULTING AND RECRUITMENT

2.8% PUBLICAND GOVERNMENT INSTITUTIONS
1.8% OTHER
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Passive reconnaissance
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Workshops and Artlabs

 Workshop: 419-fiction - Revisiting the Spam folder (storyteliing)
* Workshop: Credible fictions — deceptive realities (osint tools)
e Artlab: Behind the Smart World (field research and research lab)
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Artlab: Behind the Smart World









ART MEETS RADICAL OPENNESS *°

FESTIVAL DEDICATED TO ART. HACKTIVISM & OPEN CUL TURE

May 25-29, 2016, Exhibition, Symposium, Workshops (Linz, Austria)
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THANK YOU!

www.kairus.org



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49

